AFFIDAVIT

|, Tracy Marquis Kierce, being duly sworn hereby depose and
say as foll ows:

1. | am enpl oyed as a Special Agent (SA) of the Federal
Bureau of Investigation (FBI) and have been so enpl oyed since
February, 1987. Since June, 2001, | have been assigned to
i nvestigate conputer technology and intellectual property crines.
| have previously investigated a variety of white collar crine
al l egations including fraud agai nst the governnent, bank fraud,
advance fee schenes and tel emarketing fraud. | have received
training fromthe FBI regarding conputer technol ogy and
intellectual property crines.

2. | make this affidavit in support of a search warrant to
search the prem ses |ocated at 7309 Franklin Avenue, Apart nment
204, Los Angeles, California, 90046, nore thoroughly described in
Par agraph 4 bel ow (the “Subject Prem ses”), for evidence of
violations of Title 18, United States Code, Section 1832 (Theft
of Trade Secrets). | also nake this affidavit in support of a
crimnal conplaint and arrest warrant charging | gor Serebryany
with violating Title 18, United States Code, Section 1832 (Theft
of Trade Secrets). For the reasons set forth below, there is
probabl e cause to believe that I gor Serebryany has know ngly
stolen, and has w thout authorization appropriated, taken, and

carried away, the trade secrets of DirecTV and NDS Aneri cas,



Inc., with the intent to convert those trade secret to the
econoni ¢ benefit of someone other than the owner, know ng that
the offense would injure the owner, and that evidence of this
offense will be found at the Subject Prem ses.

3. The facts set forth bel ow are based upon ny own
per sonal observations, upon reports and information provided to
me by other |aw enforcenent officers, and upon information
provided to ne by other individuals enployed by or on behal f of
DirecTV, including Larry Rissler, Vice-President of Signal
Integrity at DirecTV, Megan McNulty, Vice President of Legal
Affairs at DirecTV, individuals enployed by or on behalf of NDS
Anmericas, Inc. (NDS), including Richard L. Stone of Hogan &
Hartson L.L.P., individuals enployed by the Internet Crines
G oup, Inc. (1G0), including Joshua |I. Halpern, D rector of
Threat Managenent Services for I CG and Joseph Farino, Senior
consultant for ICG and attorneys and ot her personnel from Jones,
Day, Reavis and Pogue (Jones Day), including R ck MKnight,
Regi onal Managi ng Partner at Jones Day, Kevin MacBride, Gegory
Schetina, and David Boyce, partners at Jones Day, and ot her
i ndividuals. | have not included in this affidavit al
i nformati on known by ne relating to this investigation. Rather,
| have set forth only those facts necessary to establish probable
cause for the requested search warrant for the Subject Prem ses,

the requested conplaint and the requested arrest warrant charging



| gor Serebryany with violations of Title 18, United States Code,
Section 1832.

THE SUBJECT PREMISES

4. The Subject Prem ses is comonly described as 7309
Franklin Avenue, Apartnent 204, Los Angeles, California, 90046,
and is nore specifically described as apartnent space |located in
a 5-story tan brick building trimred with Iight green vertical
designs. At the entrance to the building are doubl e gl ass doors.
A large gate to the West of the front entrance | eads to the
under ground parki ng garage for the apartnent building. The
building is located at the Northwest corner of Franklin Avenue
and Fuller Avenue. The letters "The Continental” and the nunbers
"7309" appear in green on the front of the building, which is
| ocated on the North side of the street. The hallways inside the
buil ding are painted light pink. Apartnent 204 is |ocated on the
second floor of the building, and the nunbers "204" are affixed
to the apartnent door, which is white.

TITLE 18, UNITED STATES CODE, SECTION 1832

5. Title 18, United States Code, Section 1832 (Theft of
Trade Secrets) expressly provides as foll ows:

(a) Whoever, with intent to convert a trade secret,
that is related to or included in a product that is produced
for or placed in interstate or foreign conmerce, to the
econom ¢ benefit of anyone other than the owner thereof, and
i ntending or knowing that the offense will, injure any owner
of that trade secret, know ngly--



(1) steals, or without authorization appropriates,
takes, carries away, or conceals, or by fraud,
artifice, or deception obtains such infornmation

(2) without authorization copies, duplicates,
sket ches, draws, photographs, downl oads, upl oads,

alters, destroys, photocopies, replicates,

transmts,

delivers, sends, mails, conmunicates, or conveys such

i nformation;

shall . . . be fined under this title or inprisoned not nore

than 10 years, or both.

DESCRIPTION OF DIRECTV SATELLITE SIGNAL PROGRAMMING

6. DirecTV, a California corporation, delivers digital

entertai nment and tel evision programming to mllions of hones and

busi nesses throughout the United States. A consuner wishing to

subscribe to DirecTV tel evision progranm ng nmust first obtain

necessary hardware itens to receive the satellite signals. The

necessary hardware includes a satellite dish, an integrated

recei ver/ decoder ("IRD'), and an access card or "smart card."

The access card, or smart card, operates the IRD. Satellite

programm ng currently includes nmajor cable networks,

maj or studio

novi es, special event programmi ng offered on a pay-per-view

basis, |ocal channels, and a variety of other sports and speci al

i nterest prograns and packages.

7.

NDS is a devel oper and supplier of proprietary

encryption and smart card technology to DirecTV, and DirecTV has

di stributed smart cards supplied by NDS t hroughout the United

States. The access card or smart card enabl es or authorizes the
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| RD to decrypt the encrypted transm ssions fromDi recTV
satellites. The satellites, which are in geosynchronous orbit
above the earth, relay encrypted signals to subscribers equi pped
with a dish and an IRD. The satellite signal is received by the
dish and transmtted by wire to the IRD. The IRD contains a sl ot
into which the access card is inserted, and the | RD processes the
I ncom ng signals.

8. An access card is provided to consuners along with the
|RD. After a subscriber installs the dish and IRD at his or her
home or busi ness, and purchases one or nore programm ng packages,
the subscriber's access rights are electronically progranmed on
the access card by sending a signal through the satellite data
streamto the subscriber’s access card in the IRD. The access
card contains conputer chips with copyrighted software and acts
as a re-progranmabl e m croprocessor using snmart card technol ogy
to control the progranm ng the subscriber can view based on the
programm ng packages and progranm ng purchased by the subscriber.

9. The access card is a key conponent in the security and
integrity of the DirecTV satellite programm ng system To
prevent unauthorized signal reception and program vi ew ng,
transm ssions of television progranmng are encrypted at uplink
facilities. The access card enables the subscriber’s IRDto

decrypt the signals and permt programview ng in accordance with



the subscriber’s authorized subscription package or pay-per-view
pur chases.

10. DirecTV has spent significant resources to protect the
integrity of its satellite signals so that only authorized users
are able to decrypt the programming. DirecTV conbats theft by
several neans. One nethod enpl oys el ectroni c count ernmeasures
(ECMs) that deny progranmng to illegally nodified access cards.
ECMs are el ectronic nessages sent through the satellite data
streamto deactivate illegally nodified access cards. Sone of
the ECMs "l oop"” the unauthorized software in the access cards to
make the access cards inoperable. A comunity of unauthorized
conput er programers and hardware nmanufacturers, which is
sonetinmes referred to as the "pirate community," is engaged in
witing and distributing software on the Internet to circunvent
t hese ECMs and devel op hardware and software techniques to all ow
unaut hori zed users to obtain free satellite programm ng from
DirecTV.

11. The pirate community is also actively engaged in
manuf acturing, distributing and selling unauthorized hardware
devi ces that enable the unauthorized decryption of satellite
signals. Such devices have limted or no |legitinmte conmerci al
pur pose other than to permt the illegal and unauthorized
reception and decryption of encrypted tel evision progranmm ng.

One frequently used device that enables satellite signal theft is



referred to as an "unl ooper,” and can restore the illegally
nodi fied software in a | ooped access cards to allow the card to
i ntercept and decrypt satellite signals wthout authorization.
The "unl ooper” and ot her hardware devices, including "card

| oaders, " "programer/readers,"” "AVRs," "blockers," "enul ators”

and "conputers,” are all used to facilitate the unauthorized
interception of satellite television signals. These hardware
devices are sonetines advertised on Internet web sites, in |ocal
publ i cations, and in underground satellite publications.

12. To address the problem of unauthorized signal theft, in
1997 DirecTV introduced new access cards devel oped by its
security vendor NDS to replace the original "first generation”
access cards. New, supposedly secure second-generation cards,
which are sonetines referred to as "Period 2" cards or "H' cards,
were sent to all subscribers in 1997 to replace the first
generation access cards. The pirate community devel oped ways to
circunvent the H card by August 1997. The H Card is no | onger
manuf act ured and since August 2002 is no |onger supported by
DirecTV. In February 1999, DirecTV introduced a third generation
access card, sonetines referred to as a "Period 3" card or an
"HU' card. The first hack of the HU card was announced in

Novenber 2000 when a nunber of pirate Internet web sites

advertised that they were selling illegally nodified HU cards.



Today, HU cards can be illegally programred to intercept
DirecTV s programr ng services.

13. I n August 2002, DirecTV began distributing a fourth
generation access card, known as the "P4" card or the "Period 4"
card. The Period 4 card was the result of two years of
devel opnment efforts by DirecTV and NDS and contai ns sophi sticated
proprietary technol ogy of DirecTV never before used in any smart
card application. DirecTV has invested nore than $25 MIlion to
devel op the Period 4 access card. | have spoken to
representatives fromD recTV who have confirnmed to ne that there
are presently no known conprom ses of the Period 4 security
features; the Period 4 access card is presently secure, although
numer ous I nternet websites (nost of which are hosted outside the
United States) post information and techni ques to support those
attenpting to devel op ways to circunvent the security features of
the Period 4 card.

14. Currently, there are several hundred web sites devoted
to selling pirate hardware and software. The pirate hardware and
software is used to nodify Period 3 and previously Period 2
DirecTV access cards to unlawful ly receive programm ng services
W t hout authorization ("pirate community websites"). DirecTV has
recently replaced the Period 2 access cards with Period 4 access
cards, but the Period 3 access card is used by the majority of

DirecTV custoners to receive DirecTV progranmm ng.



PROBABLE CAUSE THAT SEREBRYANY KNOWINGLY STOLE TRADE SECRETS:

15. On COctober 10, 2002, Assistant United States Attorney
James W Spertus, FBlI SA Christopher Beausang and | responded to
the Los Angel es office of Jones, Day, Reavis and Pogue, a |aw
firm("Jones Day"), to receive a crimnal referral regarding the
theft and publication of highly sensitive trade secret
i nformati on owned by DirecTV and/or NDS. The trade secret
information pertained to the devel opnent and desi gn of the
Period 4 access card, as well as information about the Period 3
card. Present at this neeting was Larry Rissler, Vice-President
of Signal Integrity at DirecTV, Joshua |I. Hal pern, D rector
Threat Managenent Services for the Internet Crinmes Goup, |nc.
(130, Joseph Farino, Senior consultant for ICG and attorneys
and ot her personnel from Jones Day, including R ck MKnight,

Regi onal Managi ng Partner at Jones Day, and Kevin MacBri de,

Gregory Schetina, and David Boyce, partners at Jones Day. At

this initial neeting, | learned the foll ow ng:
a. Jones Day was outside counsel for DirecTV and
represented DirecTV in civil litigation conmenced on

Sept enber 6, 2002 by DirecTV agai nst NDS (the devel oper and
supplier of the proprietary encryption and smart card
technol ogy for DirecTV as di scussed above).

b. NDS had supplied all of DirecTV's smart cards,

i ncluding the Period 4 access card that had begun to be
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distributed to customers in or about April 2002. The
Period 4 access card is presently the only DirecTV access
card that has not been conprom sed by the pirate comunity.

C. The civil litigation filed by DirecTV agai nst NDS
i ncl udes breach of contract allegations and other rel ated
claims. The civil conplaint and all rel ated pl eadi ngs have
been filed under seal in federal court to ensure that the
pirate conmunity does not gain access to trade secret
information relevant to the allegations in the civil
conpl ai nt.

d. I n Septenber 2002, DirecTV, through Jones Day,
filed notions for expedited discovery in the civil
l[itigation. Anticipating expedited discovery, D recTV and
Jones Day had, since August 2002, been actively review ng
docunents both to prepare for docunent production in the
civil litigation to conply with DirecTV s di scovery
obligations, and to use internally by Jones Day attorneys to
prepare for the civil litigation.

e. As part of this effort to prepare for litigation,
i n August 2002 DirecTV delivered approxi mately 27 boxes of
docunents containing confidential material and trade secret
information to Jones Day (the Incident Docunents). Sone of
the information in the Incident Docunents was so secret and

valuable to DirecTV that DirecTV had previously naintained
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the information only in encrypted format on conputer hard
drives secured at DirecTV facilities. Hard copies of such
information was printed for the sole purpose of providing
the information to Jones Day, as required by the civil
litigation.

f. From August 2002 t hrough Cctober 2002, the
I nci dent Docunments were reviewed by Jones Day attorneys in
the Jones Day Los Angeles offices in connection with the
civil litigation.

g. In Cctober 2002 and earlier, highly sensitive
trade secret information pertaining to the devel opnent of
the Period 4 access card was posted on pirate websites on
the Internet (the Published Trade Secrets). The Published
Trade Secrets concerned the devel opnent of the Period 4
access card and included highly confidential internal design
not es and correspondence between DirecTV and NDS regardi ng
the Period 4 access card architecture and security features.

h. To assist in the DirecTV civil litigation and
other litigation matters for which Jones Day was counsel
Jones Day had retained a docunent imagi ng and managenent
conpany named Uni scri be Professional Services (Uniscribe).

i I n August 2002 through COct ober 2002, and earlier,
Uni scri be operated an i magi ng center on the prem ses of

Jones Day's Los Angeles office. The inmaging center was
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|ocated in a fully enclosed roomw th a single operational
entrance | ocated inside the Jones Day office space of the
Jones Day Los Angeles office. To access the imging center,
an individual nust first pass through building security and
use an access card programred for el evator access to the
fl oor on which the imaging center was | ocated. After
accessing this secured floor, the individual wuld then need
a key to unlock the | ocked door of the inmaging center.

] - The i magi ng center contained six conputers
dedi cated for use by Uniscribe enployees for the scanning,
optical character recognition, and rel ated docunent
managenent services perfornmed by Uniscribe for Jones Day.
In addition, a separate conputer |ocated in the imaging
center permtted communi cation with Jones Day personnel and
access to the Internet.

K. When the | ncident Documents were received by Jones
Day fromDirecTV, they were stored in roons at Jones Day
with controll ed access, which access was limted to | egal
assistants and attorneys with cause to access the docunents
in connection with the DirecTV civil litigation. Jones Day
attorneys and | egal assistants were, at the tinme, conpiling
lists of critical docunments that required i mredi ate copying
and segregation into binders. As a part of this process,

sonme boxes of docunments were flagged by Jones Day and sent
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to the inmaging center | ocated inside the Jones Day law firm
for reproduction. Follow ng copying, boxes of docunents
were returned to the DirecTV case room

l. I n August and Septenber 2002, the Incident
Docunents were provided by Jones Day to Uniscribe for
i mgi ng at the Jones Day imaging site on the Jones Day
office prem ses. The Incident Docunents were to be kept in
a | ocked room and not | eave the Jones Day prem ses, which is
why Jones Day had arranged for onsite inmaging.

m The Uni scri be enpl oyees authorized to access the
Jones Day prem ses to assist Jones Day with its docunent
managenent needs during the nonths of August and Septenber,
2002, were Yel ena Tsvetkova, Peker L. M khaie (aka M chael
Peker) and Abraham Fil oteo. Each was required by Jones Day
to read and adhere to Jones Day's witten policy concerning
confidentiality of client information, and each agreed to do
so.

n. On Septenber 13, 2002, Jones Day instructed
Uni scribe to inplenment |onger working hours to accel erate
t he necessary imging of the Incident Docunents. At this
time, approximately 22 of the 27 boxes of |ncident Docunents
were relocated to the imaging center. Wthout Jones Day's
aut hori zation, another individual, |Igor Serebryany, then

began hel ping to process the Incident Docunents.
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0. As part of the standard Uni scribe inmagi ng process,
Uni scri be would first scan a docunent intended for inaging.
The scanned docunent resulted in a ".tif" format digital
i mge of the docunment. Follow ng scanni ng, Uniscribe
enpl oyees woul d t hen append nunbering codes and
confidentiality statenents to the .tif inmages, perform an
OCR (Optical Character Recognition) scan of the inaged
files, and create additional, related text files that
contai ned the OCR version of the docunents with the appended
confidentiality statenents. In a typical process, the OCR
data and the final ".tif" inmages would be witten to CDs
that were either tenporarily stored in the imging center or
provided to Jones Day attorneys. Additionally, a new hard
copy, referred to as a "bl owback,"” would be created and
either tenmporarily stored in the inmaging center or provided
to Jones Day attorneys. Finally, the imged docunents woul d
be digitally archived and housed on peripheral storage
devi ces attached to systens in the inaging center.

p. On Septenber 21, 2002, forum nenbers on a pirate
community website called PiratesDen.com which is a website
dedi cated to di scussions about circunventing DirecTV
encryption technol ogy, indicated publicly that they had

access to highly sensitive, internal DirecTV and NDS
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docunents pertaining to the Period 4 access card (the
Publ i shed Trade Secrets).

g. On Septenber 23, 2002, attorneys for NDS infornmed
counsel for DirecTV that confidential information relating
to NDS technol ogy and its busi ness had been posted on the
Pirates Den Discussion Forumand the Legal R ghts Satellite
Organi zation, both of which are websites dedicated to the
topic of circunventing conditional access technol ogies
protecting satellite signal progranm ng. NDS clainmed that
it had strong reason to believe that the source of the
information was frominside the DirecTV organization

r. On Cctober 7, 2002, upon first understandi ng that
t he Published Trade Secrets could have cone frominside the
Uni scribe imaging facility inside the Jones Day office
space, Jones Day halted all imaging of the Incident
Docunents. At this tinme, Jones Day resunmed possession of
all DirecTV rel ated docunents still located in the inmaging
center, including all blowbacks that had been generat ed.
Jones Day al so resuned possession of two sets of five CD s
containing the ".tif" files of the Incident Docunents that
had been created as part of the inaging process.

S. On Cctober 8, 2002, Jones Day retai ned conputer
forensic specialists Joshua |I. Hal pern, Director of Threat

Managenent Services for |1 GC, and Joseph Farino, Senior
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consultant for ICG to conduct a prelimnary investigation

to determine if the Published Trade Secrets were | eaked from

t he Jones Day docunent imaging facility. Joshua Hal pern's

prelimnary investigation confirnmed that there was evidence

that such a | eak occurred fromthe Jones Day i magi ng
facility, and Jones Day and DirecTV referred the matter to
the FBI for a crimnal investigation.

16. | have learned fromICG that Joshua |I. Halpern is a
qualified forensic examner with the follow ng training and
experience:

a. Hal pern is Director of Threat Managenent Services
at 1CG Inc. Since joining |ICG Hal pern has managed
numer ous i ncident response investigations and has led crisis
managenent efforts in response to critical security
i ncidents at G obal 2500 corporations and | eadi ng eConmerce
websi tes.

b. Prior to his promotion to Director of Threat
Managenent, Hal pern served as a Senior Associate and |later a
Project Manager in I CG s eBusiness Assurance and | ncident
Response practices. Additionally, Hal pern conpleted an
audit of eFraud risk for a top-ten US financi al
institution's on-line account application systens.

C. Hal pern has al so published articles and nonthly

col ums regarding cyber-crine. Halpern has al so been
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invited to present to ASIS International, Information
Systens Audit and Control Association (ISACA) sem nars on
data integrity and on-line fraud, | NFRAGARD, and numerous
private sem nars and |l ectures at corporations and
intellectual property |law practices. He is an expert on
forensic data recovery. Hal pern received his bachelor's
degree from Princeton University.
17. On or about October 15, 2002, | reviewed a report
prepared by Hal pern and | earned the foll ow ng:

a. On Cctober 8th, 2002, Hal pern inspected the
Uni scribe facility at Jones Day and determ ned that there
were 6 scanning-rel ated conputers that were electronically
networked to one another via a hub. These 6 conputers were
not networked in any physically visible manner to additional
hosts or internal networks. In addition to the 6 conputers
utilized for scanning purposes, there was an additi onal
conmput er inside the imging center that was owned by Jones
Day and appeared to be connected via CAT-5 cabling to the
Jones Day net wor k.

b. Jones Day infornmed Hal pern that this Jones Day
conput er was used by Uniscribe enpl oyees to access Internet
resources such as emanil, and that it had the same access to
the Internet afforded other Jones Day conputers on the Jones

Day network, such as access to the world w de web.
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Timestamp Analysis:

C. On Cctober 9, 2002, Hal pern obtained fromDirecTV
a digital copy of the Published Trade Secrets, which
consisted of 13 ".PDF" files that had been downl oaded from a
pirate web site. (I know fromny own investigation that an
FBI confidential informant had come across 3 of these ".PDF"
files on the Internet, and | independently provided these
files to Larry Rissler during the crimnal referral neeting
on Cctober 10, 2002 for analysis and identification.
Through our work with confidential informants, SA Beausang
and | were aware of the Published Trade Secrets before
receiving the crimnal referral fromD recTV and Jones Day,
as di scussed above).

d. On Cctober 10, 2002, Larry Rissler provided
Hal pern with a copy of the 3 ".PDF" files that had been
downl oaded and passed to the FBI by the FBI's confidenti al
i nf or mant .

e. Al of these ".PDF" files contained tinmestanp
i nformation, including the dates on which the files were
created and the software that was used to create the files.
Both the files obtained by DirecTV and the files that were
i ndependently provided to Rissler by the FBI indicated that
an application named "PDF-1T version 5.09" had been used to

convert the files. Files can be converted from one formt
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to another by software such as PDF-1IT. For exanple, PDF-IT

can convert files fromsingle ".tif" inages to ".PDF"

conpi | ati ons of numerous, individual ".tif" inages.

f. Two conputers in the Uniscribe imaging facility
had copies of PDF-IT version 5.09 software installed on them
when |1 CG i maged the drives on October 8, 2002.

g. In addition to the above-describe file creation
anal ysis, the time-stanp analysis simlarly confirnmed that
the files obtained by DirecTV and the files obtained by the
FBI were copies of the sane files created during the inmaging
of the Incident Docunments in the Jones Day docunent imaging
facility. Al of the files were created on either Septenber
17, 2002, or Septenber 19, 2002. (I know from ny
i ndependent investigation that these dates are consi stent
with the tinme period during which "Maxxinms," who was the
website adm nistrator for the website DSSHackers.com
recei ved the Published Trade Secrets from "Il gor32" as set

forth bel ow. )

Comparison of Incident Documents and Uniscribe Tif’s:

h. Hal pern al so conpared copies of the ".tif" images,
whi ch are the i nmmedi ate output of the Uniscribe scanning
processes descri bed above, with copies of the sanme inages
contained in the PDF files of the Published Trade Secrets

obtained fromthe Internet by DirecTV and provided to
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DirecTV by the FBI. Halpern determned that there were
numer ous exanpl es of identical content in the conpared data
sets.

i Many of the .tif files and .PDF files were created
fromthe same scanni ng process; the distortion caused by
scanning or faxing the original docunents was identi cal
bet ween both data sets for each conpari son made by Hal pern

J - In order for these simlarities to be present, the
Publ i shed Trade Secrets nust have originated fromdigital
copi es of scans nade by Uniscribe — not hard copi es nade
from Uni scribe scans. A rescanni ng process wul d have added
addi tional graphical distortion to at |east sone of the
docunents, and Hal pern noted no instances of differences in
distortion between the conpared data sets.

Internet Access to Hacking Sites from the Imaging Center

K. As descri bed above, one of the conputers | ocated
i nside the Jones Day inaging center was connected to the
| nternet, although not connected in any physical manner to
the conputers that were used to i mage the | ncident
Docunents. On this Internet-connected conmputer, the
operating system s Internet history included undated, non-
user specific entries for the websites DSS-Hackers.com

DSSArny. com and DSSRooki e. com
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l. Addi tionally, Halpern performed a keyword search
across all data contained on the hard disk drive of the
| nt ernet connected conputer and | ocated traces of a
Googl e.com I nternet search performed by an unknown user of
t he machi ne on Septenber 16, 2002, at 6:45 P.M (Google is
an Internet search engine that can be used to | ocate
websites by keyword searches. This Septenber 16, 2002
Googl e search was for the string of characters "vcipher,”
and the results page included nunerous references to the
pirate website Vci pher.com Hal pern also recognized that
the files of the Published Trade Secrets he had anal yzed as
di scussed above included nunerous references to Vci pher.com

Halpern's Conclusion

m Hal pern is confident that the Published Trade
Secrets were originally obtained as digital copies of ".tif"
i mges produced during the standard Uniscribe inmaging
process at the imaging facility located inside the Jones Day
Los Angel es office space.

INTERVIEW OF MAXXIMUS

18. After receiving the crimnal referral on Cctober 10,
2002 as discussed above, | determ ned through various sources
that the Published Trade Secrets were first published to the
website adm nistrator of the website DSS-Hackers.com | then

identified the true nane identity of this website adm nistrator,
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and determ ned that he uses the online screen name MAXXI MJS. |
then briefed other FBI SAs with sone of the facts set forth above
regarding this investigation, and requested that these FBI SAs
interview MAXXI MJS. | subsequently read a report of this
interview, and | earned the follow ng:
a. MAXXI MUS acknow edged t hat he was the
adm ni strator of the website DSS-Hackers.com Sonetine back
in Septenber 2002, he received an e-mail from an individual
who identified hinself as "lgor." |Igor clained to have
i nternal documents belonging to DirecTV and NDS and
i ndi cated that he would have access to the docunents for a
very limted tine. |lgor wanted to get these docunents
posted on the Internet.
b. I gor told MAXXIMJUS that he (lgor) had | ocated
DSS- Hackers. com t hrough a Googl e search. MAXXI MJS did not
know | gor and had not had any previous contact with him
MAXXI MUS did not know if lIgor was a disgruntled enpl oyee of
DirecTV or NDS, a hacker, or sonme other insider.
C. | gor told MAXXI MUS that he had to convert all of
t he docunents into Adobe format before sending them (I
know from nmy training and experience that docunents in Adobe
format bear the "PDF" extension.) Ilgor wanted to get al

t he docunents posted on the internet.
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d. | gor sent MAXXI MUS sone docunents through Yahoo
Messenger. MAXXI MJS al so sent sone of the docunent he
received to a website called the PiratesDen.com  MAXXI MJS
did not pay lgor for the docunents, and did not receive any
conpensation for sending the docunments to the PiratesDen
websi te.

e. | gor had too many docunents for MAXXI MJS to upl oad
to his server. The hosting conpany for MAXXI MJUS website is
| ocated in Hong Kong, and MAXXI MJS di d not upl oad any
docunents fromlgor to his server

f. There is a noderator on MAXXI MUS's website who had
a friend in Canada who had a server that would allow lgor to
upl oad the docunents by file transfer protocol (FTP), which
is a nethod that enables the transfer of large files. (I
know from ny training and experience that |arge files cannot
readily be e-mailed as attachnents through e-mail hosts such
as Yahoo because the Internet Service Providers such as
Yahoo will reject large file transfers.) lgor transmtted
t he docunents by FTP to this server

g. MAXXI MUS has not had any other contact with Igor.
MAXXI MUS did not pay Igor for the docunments and was not paid
to forward the docunents to anyone else. MAXXIMJS got rid
of the docunents and all records pertaining to his dealings

with Igor upon realizing the confidential and proprietary
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information in the docunents could create a problemfor him
froma |l egal standpoint. MAXXIMJS has had no further
contact with |gor.

PHYSICAL EVIDENCE FOUND IN THE JONES DAY IMAGING CENTER

19. At the Cctober 10, 2002, crimnal referral neeting
descri bed above, Jones Day attorneys informed ne that they were
pl anning to i medi ately change the | ocks on the door of the Jones
Day imagi ng center to prevent all access to the roomas part of
its internal investigation of how the Published Trade Secrets
were stol en.

20. On Novenber 15, 2002, | traveled to the Jones Day
i mgi ng center to observe the facility and | observed the
following itemns:

a. A handwritten work schedule for I|gor that

i ndicated that Igor worked in the inmaging center from

Sept enber 1-6, 2002.

b. Anot her hand witten work schedule for Igor that
indicated that Igor worked in the imagi ng center Septenber

16- 20, 2002, and Septenber 22-28, 2002.

C. A CD mailer fromSmart-eStore Processing Center
addressed to I gor Serebryany, 7309 Franklin Avenue #204, Los

Angel es, CA. 90046 (the Subject Prem ses).
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21. At ny request, | was allowed to take the above-
descri bed itenms, and other itens, into evidence, and | left a
recei pt for these itenms at Jones Day.

22. In addition, on Novenber 15, 2002, | was provided a
printout of a surveillance photograph fromthe Jones Day buil ding
security camera of Mkhaie and lgor entering the elevators in the
Jones Day buil ding on Septenber 22, 2202 at 10:39 a. m

INTERVIEW OF IGOR SEREBRYANY

23. On Decenber 17, 2002, SA Beausang and | interviewed
| gor Serebryany at the FBI Los Angeles Field Ofice. Serebryany
was advised of the identities of the interview ng agents and the
pur pose of the interview, and provided the follow ng information:

a. Serebryany's uncle, M chael Peker, is enployed by
Uni scri be Corporation.

b. Pecker worked this past Sunmer scanni ng docunents
at the law firm Jones, Day, Reavis & Pogue in Los Angel es,
California.

C. Due to the large work | oad, Peker asked Serebryany
to assist him and Serebryany agreed. Serebryany worked
with his uncle at Jones Day for approxinately one week at
t he begi nning of Septenber 2002. Serebryany then took one
week off before working at Jones Day for approximately one

and one-hal f nore weeks.
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d. Peker used an access badge to get hinself and
Serebryany into the Jones Day buil ding, and Peker paid
Serebryany for his assistance.

e. Serebryany and Peker worked a shift at Jones Day
from Monday to Friday that began at approximately 4:00 p. m
and continued until approximately 11:00 p.m On the
weekends, Serebryany and Peker worked a day shift.

f. The Uni scri be supervisor at the Jones Day site was
Abraham Fi | ot eo, who al so worked with Serebryany and Peker.
Anot her Uni scri be enpl oyee naned Yel ena soneti nes wor ked
wi th Serebryany and Peker.

g. During the second one and one-half weeks that
Serebryany worked at the Jones Day facility, Serebryany
scanned docunents pertaining to DirecTV. There were a total
of between 38 and 40 boxes of DirecTV docunents. Serebryany
al so worked on scanni ng docunments pertaining to a another
case involving another Jones Day client.

h. Serebryany had limted know edge of DirecTV until
he began to work on scanning the DirecTV docunents at the
Jones Day site.

i Most of the docunments pertained to the history and
devel opment of DirecTV' s P4 access card. Serebryany further
remenbered that there may al so have been sone docunents

contai ning technical specifications for the card.
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] . Serebryany knew that NDS was an |sraeli conpany,
but did not know anythi ng nore about NDS and did not know
anyone at the conpany.

K. Serebryany created two conpact di sks (CDs) which
consi sted of DirecTV docunents that had been scanned as
".tif" files. Peker was out of the office when Serebryany
created these CDs.

l. Serebryany al so performed a search for DSS hacking
websites using the Google search engine, and the first
result listed fromhis search was for a site naned
DSSHackers.com This initial search was perfornmed froma
conputer connected to the Internet |located in the Jones Day
| magi ng Center. This conputer was |located in the far corner
of the imaging center, on the right-hand side of the room
upon entry into the room

m Ser ebryany converted the .tif files on the above-
referenced CDs to .PDF files on his father's conputer at his
parents' residence (the Subject Prem ses).

n. In the first of two sessions during which
Serebryany attenpted to provide the docunents he obtai ned
fromJones Day to the hacking conmmunity, Serebryany sent
nore than 10 nmegabytes of the docunents to the adm nistrator

of DSSHackers.com who went by the online nicknanme Maxxi nus.
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0. Serebryany used his father's conputer (located at
t he Subject Prem ses) to send these docunents to an FTP site
address that had been provided to himby Mxxinus.

p. On the second day, Serebryany sent a second set of
DirecTV docunents fromthe sane conputer (located at the
Subj ect Prem ses). He sent a total of approximtely 800
megabytes to Maxxi nus.

g. Serebryany's father's conputer (located at the
Subj ect Prem ses) was connected to the Internet through a
DSL account subscribed to through Pacific Bell. The account
is in the name of Serebryany's nother, Irena Serebryany.
Serebryany's father's nanme is Al ex Serebryany.

r. Maxximus | ater told Serebryany via e-mail that the
docunents he had sent were too sensitive to be posted in
DSSHacker s. com

S. Ser ebryany was upset by this and consi dered
sending e-mails to other visitors to the forumthat would
informthemthat Maxxinus had the information but was not
sharing it with them

t. Maxxi mus | ater sent to Serebryany an e-nail which
asked if Serebryany had posted the above-referenced files on
any other sites. The interview ng agents asked Serebryany

this same question, and Serebryany said that he had not.
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u. Ser ebryany had never before been in control of
sensitive and confidential information like that in the
DirecTV docunents. He was not directed or paid by anyone to
send t he above-referenced docunents to Maxximus. Serebryany
sent the files to Maxxinus because the files were
confidential, and because it was in his power to do so.
Serebryany specifically stated that he wanted to help the
DSS hacki ng community. Serebryany was adamant about havi ng
sent the docunents to Maxxinus solely for these reasons.

V. Serebryany cl ai med to have had no prior contact
with the satellite television pirate conmunity. In
addi tion, he had not previously visited DSSHackers.com or
any other forum devoted to satellite signal piracy.

W. Sone of the above-referenced files had remai ned on
Serebryany's father's conputer (located at the Subject
Prem ses). However, Serebryany subsequently re-formatted
the drive and it later crashed. Serebryany installed a new
hard drive in the conputer, but kept the original drive.

X. Serebryany no | onger has the two CDs referenced-
above and does not know where they are.

y. | showed Serebryany a CD hol der obtained fromthe
i mgi ng center at the Jones Day site, which bore the mailing
address lgor Serebryany, 7309 Franklin, Suite 204, Los

Angel es, CA 90046 (the Subject Prem ses). This CD hol der
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contained a CD | abel ed "The Doors LA Wman." Serebryany
stated that he had brought the CD holder to Jones Day to
protect the CDs that he made containing the DirecTV
docunents descri bed above.

z. | showed Serebryany a Jones Day imagi ng center
"Request for Inmaging Services" for the DirecTV account with
a yellow post-it containing the words "Hi ghly Confidential"”
"Attorneys' Eyes Only" and "Privileged." Serebryany stated
that he was famliar wwth this form and that he had filled
out one of these forns while working at the Jones Day
i magi ng center.

aa. Serebryany acknow edged that the words "Highly
Confidential" "Attorneys' Eyes Only" and "Privil eged" were
added to the DirecTV docunents after they were scanned.

bb. | showed Serebryany handwitten and weekly tinme
sheets contai ni ng dates and hours worked by "lgor," and
Serebryany stated that the handwiting was that of Peker and
further stated that the dates and hours appeared to be
accurate for Serebryany's work schedul e at Jones Day.

E-MATIL ACCOUNTS RELATED TO IGOR SEREBRYANY

24. M investigation has determ ned that the foll ow ng
E-mai| addresses are related to |Igor Serebryany:
i | gor 32@acbel | . net;

ii. lgor_32@ahoo. com
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iii. lgord47@ichi cago. edu
iv. lgor32@I ashnet.com

DIRECTV'S EFFORTS TO PROTECT THE SECRECY OF ITS TRADE SECRETS

25. | have reviewed information provided by DirecTV to the
government on Decenber 27, 2002, and have | earned the follow ng:

a. The Published Trade Secrets included docunents and
techni cal information concerning the design, architecture
and technology used in DirecTV' s Period 4 and Period 3
access cards. The information pertained to the smart card
t echnol ogy, which is anong DirecTV s nost sensitive and
val uabl e technol ogy.

b. DirecTV has adopted extraordi nary nmeasures to
protect its trade secrets. The detailed security procedures
used by DirecTV were devel oped by or derived fromthose of
Hughes El ectronics Corp., DirecTV s parent conpany and a
long-tinme mlitary contractor to the United States
gover nnent .

C. For exanple, all DrecTV enpl oyees have witten
enpl oynent agreenents, which include obligations that
survive their termof enploynment, to protect the
confidential information of DirecTV and third parties that
provi de services and products to DirecTV. Consultants and
contractors who work for DirecTV are also required to sign

confidentiality agreements with DirecTV and Industria
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Ri ghts Property Agreenents, each of which further safeguards
the trade secrets and confidential information of DirecTV
and third parties who provide their confidential information
to DirecTV.

d. DirecTV al so has ongoi ng enpl oyee training
prograns, overseen and in many circunstances conducted by
DirecTV attorneys, which provide recurring on-site training
to DirecTV enpl oyees about the need to protect trade secrets
and confidential information and how such information is to
be treated internally in order to secure its protection.

Addi tional and specific instruction is provided to the

engi neering staff in general, and very specific guidance and
training is provided to those working in the area of

condi tional access engi neeri ng.

e. In addition, all contracts between DirecTV and any
third parties relating to rel ationshi ps which m ght involve
t he disclosure of confidential information include carefully
drafted confidentiality provisions governing the permtted
use and required protection for the subject information. In
cases involving highly sensitive information, such as
conditional access information, the requirenents are
particularly restrictive and, in nost or all cases,

per pet ual .
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Physical Security

f. DirecTV maintains a controll ed, "badged
environnent” in all facilities. Al enployees and visitors
to DirecTV' s offices and facilities are required to wear a
badge at all times. Badges are different to reflect whether
an individual is an enployee, a contractor, or a visitor,
and access to certain areas and information are accordingly
restricted. Al visitors to DirecTV s offices and
facilities nmust sign in, show identification, disclose if
t hey have a conputer with them and nust be acconpani ed by a
DirecTV enployee at all tines. Professional security agents
mai ntain security checkpoints at the entrances of the
facilities, and nmust confirmthat every person entering has
a valid badge. Al bags are subject to search, both
entering and exiting. Certain products, e.g. conputers, are
not allowed into or out of the facility wi thout appropriate
prior approval of an authorized executive of the conpany.

g. Certain areas of DirecTV' s facilities are further
restricted. 1In particular, the separate building that
houses DirecTV s engi neering staff has both security guard
stations and specially restricted el evator access. Only
t hose DirecTV enpl oyees who have been specifically approved,
and their badges specifically authorized, can access the

three DirecTV engineering floors in this building. In this
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engi neering facility, some enpl oyee badges are authori zed
for access only during business hours, Mnday through
Friday, while other badges have 24-hour access at all tines.
Thi s badge authorization for this facility, in particular, a
separate floor of this facility that houses the engi neers
wor ki ng on Conditional Access Engineering (including smart
cards), is reviewed on a nonthly basis to confirmthat only
aut hori zed personnel are being permitted to access the
facility.

h. Wthin the separate floor of the Engi neering
Bui | di ng, which houses in part the engineers working on
Condi ti onal Access technol ogy including smart cards, a
portion of the floor is further walled-off and access is
further restricted. The doors to that section of the floor
are | ocked by cipher |ocks, the conbinations of which are
changed frequently and known only to a limted group of
identified DirecTV enpl oyees who work behind the wall and
their supervisor, DirecTV s Vice President of Conditional
Access Engineering. Access by others to that area requires
that they ring a bell for admttance, sign a | og book both
upon entry and exit, and be escorted at all tinmes by an
enpl oyee of that unit while in the secured section.

i Wal | -mounted caneras record all entry and exit

fromthis secure area 24 hours a day, 7 days a week. Exit
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fromthe area requires the code to be used in the cipher
lock to unlock the door fromthe inside. Exit cannot be
made wi thout inputting the code. Internal novenent to
certain roons within this area is still further restricted
by | ocked doors with | ocks requiring special authorization
to enter or exit.

Document and Communications Security

] - DirecTV enpl oys a nunber of nmeasures to protect
the security of docunents and conmuni cati ons about
condi tional access engineering matters. For instance, as
previously noted all third parties having access to any such
information are subject to stringent contractual obligations
limting use and requiring the protection of al
confidential information. In addition, DirecTV has
devel oped and i npl enented special witten policies and
procedures that are strictly followed in order to maintain
secrecy. Specifically, the P4 technology is not divul ged,
even within DirecTV, except on a "need to know' basis. Only
a select few DirecTV engi neers have access to the P4
t echnol ogy.

K. Further, the devel opnent projects and third party
contractors who work on those projects, such as silicon chip
manuf act ures and consultants, are assigned code nanmes and

are referenced only by those code nanes in all conmunication
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and correspondence, even within DirecTV. The nane of the
conmpany who devel ops and nanufactures the chip for the
DirecTV smart cards is one such contractor whose nane is
guarded, and DirecTV security protocols require that the
vendor's true name not be used unless in a secure

comuni cation (i.e., an e-mail encrypted with PGP encryption
sof tware).

l. DI RECTV requires that all communications about the
P4 technol ogy be sent via encrypted nessages whether it is
by e-mail or tel ephone, internal or external. As noted, in
communi cati ons, each of the vendors who supply portions of
the P4 technology to DirecTV is referred to by code nane.

m Whenever a witing references DirecTV s P4
technology, it nmust be printed on specific colored paper so
it can be easily identified on sight, thereby decreasing
possi ble theft of that witing. W rk-related conditional
access information, such as smart card materials, cannot
remai n on desks after hours. Such material nust either be
| ocked up or shredded. D scarded information is not
collected with normal trash, but is destroyed separately.

n. In DirecTV's relationship with NDS, its security
vendor, certain security protocols were observed. When
DirecTV provided its P4 technology to NDS for incorporation

into the P4 CAM this highly sensitive technol ogy was
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transmtted using two separate encryption tools in order to
prevent any possibility of interception and decryption. In
addition, all phone and e-mail comuni cati ons between
DirecTV and the vendor who worked on the P4 CAM were
encrypted. Certain other P4 technol ogy was shared only with
the chip manufacturer and not with NDS pursuant to the "need
to know' protection.

0. In addition to the foregoi ng docunent security
measures, engineers working in sensitive areas use phones
outfitted with voice encryption hardware.

Electronic Security

p. In general the internal networks of DirecTV are
subject to standard industry practices to assure security.
Firewal | s and ot her security nmeasures are used by the IT
department to maintain security of the internal networks of
t he conpany. Renpte access to networks is controlled by
t oken-based security devices and is permtted only to
aut hori zed enpl oyees.

g. In addition, the conputer network within the
conditional access area is independent of other DirecTV
networks, and isolated to the secured area of the
Engi neering Building. No external connections of this
network are permtted. Only specifically authorized

personnel with a "need to know' have access to the
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information stored on these systens. No wireless
connections are permtted.

r. The highly sensitive information relating to the
condi tional access technol ogy and operations generally
exists only in electronic form as encrypted files on
secured conputers. Hard copy is generally not produced or
permtted. Passwords allow ng access to these data records
are strictly limted to the key personnel having a need to
know.

Security at Jones Day for the Civil Litigation

S. Prior to DirecTV filing its conplaint agai nst NDS
in Septenber 2002, DirecTV required that its outside
counsel, Jones Day Reavis & Pogue, have all attorneys who
were to work on the DirecTV matter equip their conputers
with PGP encryption software, and all comrunications (both
internally at Jones Day and externally with DirecTV) were
required to be encrypted for security.

t. DirecTV instructed Jones Day to file the conplaint
and subsequent pl eadi ngs under seal to insure the secrecy of
P4 information discussed in the conplaint, in particular,
the nanes of third party subcontractors who worked on the
P4 access card and certain technol ogy that was incorporated

into the P4 access card.
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u. When DirecTV col |l ected docunents that would be
required by law to be disclosed in the |lawsuit as part of
di scovery, many of the nore sensitive docunents had never
existed in hard copy form but had only existed in soft copy
encrypted on the hard drives of one or two DirecTV
engi neers. DirecTV printed only one copy of such docunents
in order to maintain their secrecy, and that single copy was
sent to Jones Day so that DirecTV would be prepared to
conply with discovery should the Court grant early
di scovery.

V. Jones Day was instructed to maintain the docunents
in a locked room access to which was limted to only the
attorneys and support personnel under their supervision
working on the DirecTV matter. Jones Day was instructed
that the documents were to be copied internally at Jones Day
and not sent out to an outside copy center. Although use of
an outside copy facility is standard and significantly |ess
expensive, DirecTV elected to pay the additional cost in
order to better maintain the physical security of these
docunents dealing with DirecTV s trade secrets, such as the
design, architecture, and manufacture of the P4 smart card.

W. Furt her, Jones Day on behalf of DirecTV retained
one of DirecTV' s security contractors, Internet Crines

Group, to provide advice on security during the litigation,
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including to further insure the secrecy and security of the

DirecTV docunents. Jeff Bedser of Internet Crimes G oup net

with Jones Day attorneys representing DirecTV in early

Sept enber and di scussed and advi sed Jones Day concerning

network security.

X. After the theft of the Published Trade Secrets
became known, DirecTV retrieved all docunments, both hard
copy and electronic forns, fromJones Day's offices and
stored themin | ocked drawers and safes in the secure
section of the DirecTV engineering facility. The docunents
have not |l eft that secure area since being returned by Jones
Day.

26. On Cctober 16, 2002, FBI personnel acting at ny
direction requested the current address fromthe California
Depart ment of Mdtor Vehicles (DW) for |gor Serebryany and
determ ned that Serebryany's current DW address was 7309
Franklin Avenue, Apartnent 204, Los Angel es, CA 90046 (the
Subj ect Prem ses).

27. 1 know fromny investigation that lgor Serebryany is a
student at the University of Chicago, |ocated in Chicago,
[I'linois, but that he is presently residing at the Subject
Prem ses. Serebryany intends to return to Chicago on January 5,

2003.
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28. | know fromny training and experience, and from
speaking to individuals involved in the unl awful re-progranm ng of
DirecTV access cards, that the unlawful acquisition of useful
code and other information about DirecTV access cards is very
difficult to obtain and often requires the investnent of a great
deal of tine and effort. Individuals who unlawfully gain access
to such information are therefore likely to keep the information
for extended periods of tinme. |In addition, based on the fact
that much of the evidence in this trade secret theft
investigation will be forensically recovered conputers and
conputer storage nedia, | believe that evidence wll likely be
kept on the conputers used by Serebryany for years, including the
conputer owned by Serebryany's father |ocated at the Subject
Prem ses that Serebryany admtted he used to transmt the
docunents he took from Jones Day.

29. Based upon the facts set forth above, and upon ny
trai ning and experience, | believe there is probable cause to
believe that the Subject Prem ses is the residence for |gor
Serebryany, and that evidence of Serebryany's theft of trade
secrets as described above will be |located at the Subject

Preni ses.
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COMPUTER DATA:

30. Based upon ny training, experience and information
related to nme by agents and others involved in the forensic
exam nation of conputers, | know that conputer data can be stored
on a variety of systens and storage devices including hard disk
drives, floppy disks, conpact disks, magnetic tapes and nenory
chips. | also know that during the search of the premses it is
not al ways possible to search conputer equi pnment and storage
devices for data for a nunber of reasons, including the
fol | ow ng:

a. Searching conputer systens is a highly technica
process which requires specific expertise and specialized
equi pnent. There are so many types of conputer hardware and
software in use today that it is inpossible to bring to the
search site all of the necessary technical manuals and
speci al i zed equi pnent necessary to conduct a thorough
search. In addition, it may al so be necessary to consult
wi th conmput er personnel who have specific expertise in the
type of conputer, software application or operating system
that is being searched.

b. Searching conputer systens requires the use of
precise, scientific procedures which are designed to
maintain the integrity of the evidence and to recover

“hi dden,” erased, conpressed, encrypted or password-
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protected data. Conputer hardware and storage devices nmay
contain “booby traps” that destroy or alter data if certain
procedures are not scrupulously followed. Since conputer
data is particularly vul nerable to inadvertent or
intentional nodification or destruction, a controlled

envi ronnment, such as a | aw enforcenent |aboratory, is
essential to conducting a conplete and accurate anal ysis of
t he equi pnment and storage devices fromwhich the data wll
be extracted.

C. The volune of data stored on nmany conputer systens
and storage devices will typically be so large that it wll
be highly inpractical to search for data during the
execution of the physical search of the prem ses. A single
megabyte of storage space is the equival ent of 500 doubl e-
spaced pages of text. A single gigabyte of storage space,
or 1,000 nmegabytes, is the equival ent of 500, 000 doubl e-
spaced pages of text. Storage devices capable of storing
fifteen gi gabytes of data are now commonpl ace in desktop
conputers. Consequently, each non-networked, desktop
conputer found during a search can easily contain the
equivalent of 7.5 mllion pages of data, which, if printed
out, would conpletely fill a 10" x 12' x 10' roomto the

cei ling.
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d. Conmputer users can attenpt to conceal data within
conmput er equi pnent and storage devices through a nunber of
nmet hods, including the use of innocuous or m sl eading
filenanes and extensions. For exanple, files with the

extension “.jpg” often are image files; however, a user can
easily change the extension to “.txt” to conceal the inmge
and make it appear that the file contains text. Conputer
users can al so attenpt to conceal data by using encryption
whi ch neans that a password or device, such as a “dongle” or
“keycard,” is necessary to decrypt the data into readabl e
form |In addition, conmputer users can conceal data within
anot her seem ngly unrelated and i nnocuous file in a process
cal l ed “steganography.” For exanple, by using steganography
a conputer user can conceal text in an image file which
cannot be viewed when the inage file is opened. Therefore,
a substantial armount of time is necessary to extract and
sort through data that is conceal ed or encrypted to

determ ne whether it is evidence, contraband or

instrunentalities of a crine.

ITEMS TO BE SEIZED:

31. Based on the foregoing, | respectfully submt that

there is probable cause to believe that the follow ng itens,

whi ch constitute evidence of violations of 18 U.S.C. 1832 w ||

found at the Subject Prem ses:

45

be



a. Records, docunents, prograns, applications and
materials relating to information obtained fromthe law firm
Jones, Day Reavis and Pogue;

b. Records, docunents, prograns, applications and
materials relating to the DirecTV Period 4 access card;

C. Records, docunents, prograns, applications and
materials relating to purchasing, selling, manufacturing
and/ or distributing hardware devices or software primarily
of assistance in the unauthorized decryption of direct-to-
hone satellite services;

d. Records, docunents, prograns, applications and
materials relating to nodified DirecTV access cards;

e. Records, docunents, prograns, applications and
materials relating to the follow ng E-mail addresses:

i | gor 32@acbel | . net;
ii. lgor_32@ahoo. com

iii. lgord47@ichi cago. edu
iv. lgor32@]I ashnet.com

f. Correspondence, nenoranda and ot her records
pertaining to the law firm Jones, Day, Reavis and Pogue, or
Uni scri be Professional Services;

g. Opened and unopened e-mails and ot her
correspondence that evidences the transfer of information

obt ai ned from Jones, Day, Reavis and Pogue, DirecTV, or is
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related in any manner to the devel opnent of DirecTV access
cards or is of assistance in the unauthorized decryption of
direct-to-honme satellite services;

h. I ndi ci a of occupancy, including: invoices,
letters, bills, personal effects, and nortgage and | oan
agreenents tending to show ownershi p, occupancy, or control
of the prem ses or the above described itens;

i Di aries, appointnment books, cal endars, day
pl anners, address and tel ephone books that reflect schedul ed
nmeeti ngs and dat es;

] . Prograns, materials or proprietary information
bel onging to DirecTV, NDS or Jones Day Reavis & Pogue;

k. As used above, the terns records, docunents,
prograns, applications, materials, correspondence,
menor anda, e-mails, indicia of occupancy, and proprietary
information includes such itens that can be nodified or
stored in any form

l. In searching for data capabl e of being read,
stored or interpreted by a conmputer, |aw enforcenent
personnel executing this search warrant will enploy the
fol |l owi ng procedure:

i Upon securing the prem ses, |aw enforcenent
personnel trained in searching and seizing conputer

data (the "conputer personnel™) will make an initial
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revi ew of any conputer equi pnent and storage devices to
det erm ne whether these itens can be searched on-site
in a reasonabl e amount of time and w thout jeopardizing
the ability to preserve the data.

ii. |If the conputer personnel determine it is not
practical to performan on-site search of the data
wi thin a reasonabl e amount of time, then the conputer
equi pnent and storage devices will be seized and
transported to an appropriate | aw enforcenent
| aboratory for review. The conputer equi pnent and
storage devices wll be reviewed by appropriately
trai ned personnel in order to extract and seize any
data that falls within the |ist of itens to be seized
set forth herein.

iii. In searching the data, the conputer personnel
may examine all of the data contained in the conputer
equi pnent and storage devices to view their precise
contents and determ ne whether the data falls within
the itenms to be seized as set forth herein. In
addi tion, the conputer personnel may search for and
attenpt to recover "deleted,"” "hidden" or encrypted
data to determ ne whether the data falls within the

list of itens to be seized as set forth herein
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iv. |If the conputer personnel determ ne that the
data does not fall within any of the itens to be seized
pursuant to this warrant or is not otherwi se legally
sei zed, the government will return these itens within a
reasonabl e period of tinme not to exceed 60 days from
the date of seizure unless further authorization is
obtained fromthe Court.

m In order to search for data that is capable of
being read or interpreted by a conputer, |aw enforcenent
personnel will need to seize and search the follow ng itens,
subject to the procedures set forth above:

i Any conputer equi pnent and storage device
capabl e of being used to commt, further or store
evi dence of the offense |isted above;

ii. Any conputer equiprment used to facilitate the
transm ssion, creation, display, encoding or storage of
data, including word processing equi prent, nodens,
docking stations, nonitors, printers, plotters,
encryption devices, and optical scanners;

iii. Any magnetic, electronic or optical storage
devi ce capabl e of storing data, such as floppy disks,
hard di sks, tapes, CD-ROMs, CD-R CD RW, DVDs, optical

di sks, printer or nenory buffers, smart cards, PC
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cards, nenory cal culators, electronic dialers,
el ectroni c notebooks, and personal digital assistants;

iv. Any docunentation, operating |ogs and
reference manual s regardi ng the operation of the
conmput er equi pnent, storage devices or software.

V. Any applications, utility prograns,
conpilers, interpreters, and other software used to
facilitate direct or indirect comunication with the
conput er hardware, storage devices or data to be
sear ched;

vi. Any physical keys, encryption devices,
dongles and simlar physical itens that are necessary
to gain access to the conputer equi pnment, storage
devi ces or data; and

vii. Any passwords, password files, test keys,
encryption codes or other information necessary to
access the conputer equi pnent, storage devices or data.

32. It may al so be necessary for programmers and ot her
out side experts to assist the FBI during the exam nation of the
conputer evidence in order to help identify the significance and
ownership of the seized itens and trace the prograns, other
property, or access codes inproperly obtained fromD recTV, NDS
or Jones Day, Reavis & Pogue to their source. Likewise, it may

be necessary for programers and ot her outside experts to assi st
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the FBI in interpreting and anal yzi ng any software prograns,
stored docunents, or other properly seized itens to determ ne
whether the itens pertained to the theft of trade secrets
descri bed el sewhere in this affidavit. Further, it may be
necessary for outside experts and consultants to assist the FB
with the search of the Subject Prem ses to identify the specified
items to be seized as described above that relate to the theft of
trade secrets investigation described above, including itens
pertaining to the devel opnent of the Period 4 access card and
other itenms pertaining to the progranm ng, distributing,
manufacturing or selling of devices primarily of assistance in
t he unaut hori zed decryption of direct-to-hone satellite services.
| declare under penalty of perjury that the foregoing is

true and correct.

Tracy Marquis Kierce

Speci al Agent

Federal Bureau of Investigation
Los Angeles, California

Sworn and subscribed to before
me this 31st day of Decenber, 2002.

UNI TED STATE MAG STRATE JUDGE
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ATTACHMENT A

THE SUBJECT PREM SES

The Subject Prem ses is comonly described as 7309 Franklin
Avenue, Apartnent 204, Los Angeles, California, 90046, and is
nore specifically described as apartnent space |located in a
5-story tan brick building trimred with Iight green verti cal
designs. At the entrance to the building are doubl e gl ass doors.
A large gate to the West of the front entrance | eads to the
under ground parki ng garage for the apartnent building. The
building is located at the Northwest corner of Franklin Avenue
and Fuller Avenue. The letters "The Continental” and the nunbers
"7309" appear in green on the front of the building, which is
| ocated on the North side of the street. The hallways inside the
buil ding are painted light pink. Apartnment 204 is |ocated on the
second floor of the building, and the nunbers "204" are affixed
to the apartnment door, which is white.



ATTACHMENT B

| TEMS TO BE SEI ZED

The follow ng itens, which constitute evidence of violations
of 18 U. S.C. 1832, found at the Subject Prem ses:

1. Records, docunents, prograns, applications and
materials relating to informati on obtained fromthe law firm
Jones, Day Reavi s and Pogue;

2. Records, docunents, prograns, applications and
materials relating to the DirecTV Period 4 access card;

3. Records, docunents, prograns, applications and
materials relating to purchasing, selling, manufacturing and/or
di stributing hardware devices or software primarily of assistance
in the unauthorized decryption of direct-to-hone satellite
servi ces;

4. Records, docunents, prograns, applications and
materials relating to nodified DirecTV access cards;

5. Records, docunents, prograns, applications and
materials relating to the follow ng E-mail addresses:

a. | gor 32@achbel | . net;
b. | gor _32@ahoo. com
C. | gor 47@uchi cago. edu
d. | gor 32@ | ashnet . com
6 Correspondence, nenoranda and ot her records pertaining

to the law firm Jones, Day, Reavis and Pogue, or Uniscribe
Pr of essi onal Servi ces;

7. Opened and unopened e-nails and ot her correspondence
t hat evi dences the transfer of information obtained from Jones,
Day, Reavis and Pogue, DirecTV, or is related in any manner to
t he devel opnent of DirecTV access cards or is of assistance in
t he unaut hori zed decryption of direct-to-hone satellite services;

8. I ndi ci a of occupancy, including: invoices, letters,
bills, personal effects, and nortgage and | oan agreenents tending
to show ownershi p, occupancy, or control of the prem ses or the
above described itens;



9. D aries, appointnment books, cal endars, day planners,
address and tel ephone books that reflect schedul ed neetings and
dat es;

10. Prograns, nmaterials or proprietary information
belonging to DirecTV, NDS or Jones Day Reavis & Pogue;

11. As used above, the terns records, docunents, prograns,
applications, materials, correspondence, nenoranda, e-nmails,
i ndicia of occupancy, and proprietary information includes such
itenms that can be nodified or stored in any form

12. In searching for data capable of being read, stored or
interpreted by a conmputer, |aw enforcenent personnel executing
this search warrant will enploy the foll ow ng procedure:

a. Upon securing the prem ses, |aw enforcenent
personnel trained in searching and seizing conputer data
(the "conputer personnel™) will make an initial review of

any conputer equi pnment and storage devices to determ ne
whet her these itens can be searched on-site in a reasonabl e
anount of tinme and wi thout jeopardizing the ability to
preserve the data.

b. I f the conputer personnel determine it is not
practical to performan on-site search of the data within a
reasonabl e anount of tinme, then the conputer equipnent and
storage devices will be seized and transported to an
appropriate | aw enforcenent |aboratory for review. The
conput er equi pnent and storage devices will be reviewed by
appropriately trained personnel in order to extract and
seize any data that falls within the [ist of itens to be
sei zed set forth herein

C. In searching the data, the conputer personnel nmay
exanm ne all of the data contained in the conputer equi pnent
and storage devices to view their precise contents and
determ ne whether the data falls within the itens to be
seized as set forth herein. 1In addition, the conputer
personnel may search for and attenpt to recover "deleted,"”
"hi dden" or encrypted data to determ ne whether the data
falls within the list of itens to be seized as set forth
her ei n.

d. If the conputer personnel determ ne that the data
does not fall within any of the itens to be seized pursuant
to this warrant or is not otherwi se legally seized, the
government wll return these itens within a reasonabl e



period of tine not to exceed 60 days fromthe date of
sei zure unless further authorization is obtained fromthe
Court.

e. In order to search for data that is capable of
being read or interpreted by a conputer, |aw enforcenent
personnel will need to seize and search the follow ng itens,

subject to the procedures set forth above:

f. Any conput er equi prent and storage devi ce capabl e
of being used to commit, further or store evidence of the
of fense |isted above;

g. Any conputer equi pnent used to facilitate the
transm ssion, creation, display, encoding or storage of
data, including word processing equi pnment, nodens, docking
stations, nonitors, printers, plotters, encryption devices,
and optical scanners;

h. Any magnetic, electronic or optical storage device
capabl e of storing data, such as floppy disks, hard disks,
tapes, CD-ROMs, CD-R, CD-RWs, DVDs, optical disks, printer
or nenory buffers, smart cards, PC cards, nenory
calculators, electronic dialers, electronic notebooks, and
personal digital assistants;

. Any docunentation, operating | ogs and reference
manual s regardi ng the operation of the conputer equipnent,
storage devices or software.

J. Any applications, utility prograns, conpilers,
interpreters, and other software used to facilitate direct
or indirect conmunication with the conputer hardware,
storage devices or data to be searched,

K. Any physi cal keys, encryption devices, dongles and
simlar physical itens that are necessary to gain access to
t he conputer equi pnment, storage devices or data; and

| . Any passwords, password files, test keys,
encryption codes or other information necessary to access
t he conputer equi pnent, storage devices or data.

13. Programmers and ot her outside experts may assist the
during the exam nation of the conputer evidence in order to

hel p identify the significance and ownership of the seized itens
and trace the prograns, other property, or access codes
I nproperly obtained fromDirecTV, NDS, or Jones Day, Reavis &
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Pogue to their source. Likew se, programers and ot her outside
experts may assist the FBI in interpreting and anal yzi ng any

sof tware progranms, stored docunents, or other properly seized
itenms to determ ne whether the itens pertained to the theft of
trade secrets described el sewhere in this affidavit. Further,
out si de experts and consultants nay assist the FBI with the
search of the Subject Prem ses to identify the specified itens to
be seized as descri bed above that relate to the theft of trade
secrets investigation described above, including itens pertaining
to the devel opment of the Period 4 access card and other itens
pertaining to the progranm ng, distributing, manufacturing or
selling of devices primarily of assistance in the unauthorized
decryption of direct-to-honme satellite services.



